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tw21/0p/acc001 Approximately 20 minutes
An introduction to timeware® access control

Access control alerts...

m/05/101

m/05/110

m/05/120

m/05/130

Understanding access control
Assign an access pattern (terminal policy) to an employee
Access alerts on the To-Do list’

Real time access activity

All information pertaining to any personnel record within this document is obtained
from a demonstration database and are not details of any individual.
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m/05/101
Understanding timeware® access control

The timeware® access control facility is simple in design but very effective in operation.
People are allocated an access profile which determines where (and when) they may pass
through turnstiles and doors controlled by the timeware® access terminals. These access
profiles are referred to as Terminal Policies’ within timeware, and we'll go over how to
configure these in the ‘Advanced — Personnel’ document.

Profiles may be created in advance for new starters, visitors and access badges or fobs can
be programmed to ‘expire’ at a preset date and time.

timeware®
server

e.q. IP:192.168.42.200

timeware®
client

%6—4%

e.q. IP:192.168.42.51 J %

B
B
. n
; . timeware®
imeware* access terminal
access terminal ﬂ e.g.1P:192.168.42.104

e.qg.1P:192.168.42.102 =

timeware®
access terminal
e.qg.1P:192.168.42.103

Finally, a history of people’'s movements may be stored for many years on the timeware®
server via the ‘Access Audit’ module.

t2-0765 Training guide: timeware® access control
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m/05/110
Assign an access pattern (terminal policy) to an employee

Please note that we will not be covering how to create the Terminal Policies’
mentioned in this section. This will be covered within the training guide, Advance
Personnel.

A Terminal Policy' is a set of rules which outline which door an employee can use,

when they can use it and by what method i.e. Biometrics or Badge/FOB. Multiple
employees can be assigned to each Terminal Policy".

1. Loginto timeware® by entering your User name and Password.

File View Tables Sortand Filter Wizards Advanced Hardware Help
Quick Links

To-do List Login

User name: Idave.webH
ﬁ Passward: |
Forgotten vour user name or password?
D ashboard: |
ssfbaards Cancel | Ok |

Repaorts .
Exports ; ( ( :

2. Click on personnel on the left hand Quick Link.

Quick Links

3
v

To-do List

- zam

Absence Managemant

b

Absence Statistics
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3. Click on Find and navigate to the employee. Double click them.

Find: Personnel

Search far: | @ o o

Search through: | Employes 1D
Search ype: |E0ntains J

Wwiebb, D ave
Michael [ Michae
Siman Birchall Birchall,Simon
hatt Wilkinzon Whillinzom, M att
Liz Broadhurst Broadhurst,Liz

Geoge Zelem Zelem,George

Lezley Wilkinzon wilkinzan,Lesley
Fhillip Brigos Briggs. Phillip

b arie Tire Tree Marie

|

Emplao
Ermpla
Ermpla

F mnln

4. This will bring up the employees ‘Personnel’ record.

Cost centre (defaul): | (-]

Flesitime closing balance seton' [ 7 7 =] Amount; |

Eind.. Eefiesh | Frewiew.. |  Copp. | Clowe

E - %
Emploee ID: 2 First name: [Michael Last name: |Coope D6
= Essential Essential [General
General R - To select a photo use right
: Beifza (] (26 bit-NMD3 5 mouse click on the box
Groupings
Employment Facility code i
Right to Work Badge:
Disclosure and Barring Service
Training and Qualification Matrix Payroll 2
£ Miscellaneous Integration ID:
Personal ’7
Contact Datails GPS IMEI
Training and Qualifications Knowin as Coope Michael
femevemants Ernail st [t @ bieyondst oo Uk (=]
Eaueston mail addess webbd@blueyonder.co.ul
Disciplinary Secuily pin
Intarview
Accident or Injury Biometric data Finger (Suprema)] (] Remove Face (Suprema] () Remove Finger Registration Wizard (Suprema)
Bank Details Finger (Secufien] ) Remove Other Remove Finger Registration Wizard (SecuGen)
Pension Details o dwith
Union Details C;fp;fy"e Wh (/2007 =] 13yesrs, Gmonthis). 2 dal) T
Assets
User Defined Fields adgebalibhog = @ =
Pacuments Employment status: | Employee v| @ Cunent empioyment: Design Engineer o
Motepad .
Ab fitlement
& Employee Self Service an;,”.ce ENEMEnt 50 Diays Holiday B--1:)
i M:‘?"‘E Worker Period schedule: | DB:00-14:0041 4:00-22.00422:00-05:00 ~| @O weekwtation: |2 -
- Vehicle
- Health Teminal policy: [ Terminals -
- Appraisal .. -
Email policy Nat Required -
) Working Time Regulations ‘ =1®
Fiemuneration policy: | Not Required JEa [

ord 2 of 91

M

5. C(lick on Edit.
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6. The employees record will turn blue to indicate the record is now in the editable format.

First name: [Michael Last name: [Coope: SO

Essential (General]

Badge fomat 26 bit-NMD3 -
Facilly cade: 0

Badge:

Faprol: |

Integration 1D
GPS IMEI
Known as; Coope Michael

Date started with ’—Al
P 24/07/2007 v|  13years, I monthis) 2dayls) [

Flexitime closing balance seton: | / / ~| Amount

add | Edt Delete Find. Pefresh | Preview. | copn. | omse |

Ernail address: [webbdi@bueyonder.co.uk (]

Securly pir

Biometic data: Finger (Suprema) () Remove Face (Suprema) ) Remove Finger Registration Wizard (Suprema)
Finger [Secufien) () Remove Other Remove Finger Registration Wizard (SecuGen)

Badge activalior: | = e ~
poeume Ermplopment status: | Employes _~| @ Curent employment: Design Enginest
™ smplD::fe self service Shpenee enUETeN! (20 Days Holday -1
* \'\.'A:n:.nc‘\: Worker Feriod schedule: | 06 00-14:004 4:00-22:00\22 00-06:00 |6 weskuiaion [z |
= tiealth Terminalpoiicy: [ Temingls @
Femuneration policy: [Not Required =l
Cost centre (defaul): ~®

14| 4 [FecordZof 51

»[m

7. Select <General> on the left hand Quick Link menu, then on the <Terminal policy> field

click on the drop down menu.

Compant;

Date stated with 5050172007 =] 13pears, Smorthis, 2 dayisl | Remove Years

Badge activation: | RIE to |

=1

Emploprment status: | Employes

Abzence entitlement

ool | 20 Days Holiday

Period zchedule: | 06:00-14:00%14: 00-22: 00822 00-06:00

Terminal policy: N ER

Email policy: |Nnt Required

Remuneration policy: | Mat Required

Cost centre [default]: |

Flexitime closing balance seton: | / / | Amount:

j@ Cuire
~|eS
Rag-1/)

8. This will present you with a list of all terminal policies on your system. Select the policy

you wish to assign.

Terminal policy: |.-'1'-.II Terminalz

Email policy: Al Termlnals Except Rear Doar . #'
o ) ; Building Elne oMLY -~

Note that these will be named differently on your system compared to this

screenshot.

t2-0765 Training guide: timeware® access control
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9. Once you have selected the correct terminal policy, click on <Update>.

Personnel - X
Employes [D: 2 First name: [Michael Last name: |Coope D6
= Essential Essential (General
Genera! Badgefomat |26 bit-NMD3 K| )
Groupings
Employment Facilty code: 0
Right ta Wark Badage:
Disclosurs and Barring Service
Training and Qualification Matrix Payrall: 2
= Miscellaneous Integration 1D
Parsonal
GPS IMEL:

Contact Details

Training and Qualifications Known as: Coope Michael

Achisvements ’ =
Eueaton Email address: [webbdi@blueyonder. co.uk (]
Disciplinary Security pin:
Interview
Accident or Injury Biomatric: data: Finger (Suprema) ([} Remove Face (Suprema] () Remove Finger Registration Wizard (Suprema) (&
BankDatails Finger (SecuGen) () Remove Other Remove Finger Registration Wizard (SecuGen)
Pension Details .
Union Details Ej‘;;‘:‘;fad Wh[o401/2007 =] 13yeas, monthis) 2 dayls) [ Riemove Years Service' from ToDio List
Assets
s Dehnes Fietss B adge activation -1 10 -1
Documents Employment status: | Emplayee | @ Cunent emplopment; Design Engineer o]
Notepad
b titlement
4 Employee Self Service an;,”.“ entitEment [50 D ays Haliday BT
- ‘”:‘C'h'?"le Worker Periad schedule: | 05:00-14.00%1 4:00-22 00122 00-06:00 @O wekwaon 2~
1. Vehicle
1. Health Tertiral poiicy g
I Appraisal Emall policy: [Net Required -
I Working Time Regulstions
Fiemuneration policy: | Not Required ~|&®
Cost centre (defaul): | ~|&®
Fleitime closing balance seton: | # / | amount

Updats Cait

Editing ig

10.The employee will now be added to a list of employees to send to the various pieces of
hardware i.e. doors with permission.

47 System Health
Otimeware‘@ hardware may reguire updating due to information which haz been modified (1 items remaining)

0[9] uzers are setup without email addreszes, an email address must be present to allow impartant security features to function correctly

Note that the majority of the time, the message above will have completed and
not appear. It usually takes a few seconds to process, but if it needs to process a
large number of employees then it can take some time.
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Module:

m/05/120
Access alerts on the ‘to-do list’

It is recommended that the access alerts appear on the <To-Do> list of the user
responsible for company security. To configure this, contact timeware® support.

Access alerts come in two forms, door 'forced' and door ‘ajar’.

Door ‘forced’ occurs when the reader/door receive no successful bookings and the door
remains open i.e. forced entry.

Door ‘ajar’ is when the reader/door receive a successful booking but the door gets left open
i.e. being blocked.

1. Loginto the application by entering your User name and Password.

To-do List

User name: Idave.webH

| Password: |

Forgotten vour user name or password?

Personnel _I

LCancel |

o
(]
-
ey
Ln
o
~
E
@

=)
o
o
=

Access alerts on the ‘to-do list’

t2-0765 Training guide: timeware® access control
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2. The first screen you come to is the To-Do' list.

There may be notifications telling you a door has been left ajar or has been forced.

Employes D: 2 First name: [Michael Last name: [Coope D6

Essential (General

= Essential

General Badge format [26 kit - HMD3 ~| ey

Groupings
Employment Facllty cade —
Right ta Wark Badge —

Disclosure and Barring Service

Training and Qualification Matrix Payroll 2
E1- Miscellaneous Integration ID:
Personal ’7
Contact Details GESIE]
Training and Qualifications Known as Coape.Michael

Achigvemants

Eaucaton Email address:  [webbdi@blueponder co.uk (=]

Disciplinary Security pin !—

Interview

fccidentor injury Biometric data Finger (Supremal () Remove Face (Supremal () Remove Finger Registration Wizard (Suprema)
Bank Details Finger (Seculien) () Remove Other Remove Finger Registration Wizard (SecuGen)
Fension besils Distes startet vith

Unicn Detzils company 24/M /2007 = 13 pears, 3 monthls], 2 dayls) r

Assets

User Defined Fields Badge activation - o -

E“E”m:"“ Emplogment status: | Emplopes: | @ Cunent emplayment; Design Engineer e
creps
4 Employee self service Slerioe SrEME (30 Days Holdey oo
: 3";""‘(": Worker Period schedule: | 08/00-14:00V 4/00-22 00,22 00-0:00 @0 wekusion [z |
& Health Teminal policy: [ A1 T eminals =@
Remuneration policy: |Not Required =@
Cost centre (default): | ~|®
Flesitime closing balance sston: | # / =l Amount: |
Add | Edt Delets Find. Refiesh | Preview.. |  Copy. |  Ciose
14| ¢ [Recard2of 31 3L

3. a.lfthedooris ajar, you need to check the door itself. Once corrected, the ajar message
will clear.

b. If the door is forced then we will not clear the message until told to do so. To clear,
click on the 'Click here to reset forced entry’

Access Control Alert

I, 'access’ door has been left ajarl

1\ 'acc { ae been farced! Click here to re

1, 'access' door was left ajar at '3:19am on ‘Wed 27 August 2021

1\ "access’ door was forced at "9:18am on Wed 27 August 2021
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Module:

m/05/130
Real time access activity

It is recommended that the Alert Centre runs on a PC in the security office. The
application can be left minimised and only maximised when security staff are
required to check the realtime access activity.

1. Loginto the application by entering your User name and Password.

To-do List

&

Personnel

Uszer name: |dave.webH

| Password: |
Forgotten vour user name or password?

2. From the drop down menu select <File>, then <Access Control>, then <Realtime Access
Activity>.

Calculation...

Personnel...

Planner...

2 Absence Management...

GPS Tracking 4

Attendance »
Job Costing »

Cost Centre 3

Access Control » | | Realtime Access Activity...

Ascet Management... I Access Audit...

Accident Book...

Dashboards...

Attendance Display Panel...
Reporting »
Exports...

Sage Payroll 3

Preferences...

Log Off - Admin
Exit Alt+F4

o
m
-
~
Ln
=
~
E
@
=)
o
(=}
=

Real time access activity

t2-0765 Training guide: timeware® access control
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3. The Realtime Access Activity screen will then appear. Initially this screen will be blank.
As people move from zone to zone, information is displayed in the access activity

t2-0765 Training guide: timeware® access control

16

>
=
o > - R - .
g -E window. This gives you a live feed on access in your company.
~N [
8 - Realtime Access Activity RS
E 8 D heades | b
O [30 & COIImA NSS0ST s o group o & hiak column
.. 0 Achion T ermina
2 () Fire input OFF access
-g E 27/08/2021 021934 Door ajar access
(=] : 270872021 031528 Mathan Beveridge [5267... Reader 1 access granted  access
E (1] 27/08/2021 031849 Mathan Beveridge [5267... Reader 1 access granted  access
o 27/08/2021 091813 Unassigned [0] Door forcad scoass
27/08/2021 D915:23 Mathan Beveridge [5267... Reader 1 access granted  access
27/08/2021 031343 Mathan Bevendge [5267... Reader 1 access granted  access
27/08/2021 091317 Unassigned [0] Dioar forced acCess
27/08,2021 09:04: 26 Mathan Beveridae [S267 . Reader 1 access grented  access
27/08/2021 D2:04:23 Mathan Beveridge [S267... Reader 1 access granted  access
2740872021 09:04:04 Mathan Beveridge [5267... Reader 1 anti-pass fail access
27/08/2021 05:04:00 Mathan Beveridge (5267 Reader 1 access granted  acoess
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